


1. OBIIME NNOJIOKEHUA

Hacrosmas [lonuTtika siBIsieTCsl TOKYMEHTOM, OMPEIEISIIOIINM HallpaBJIeHUs JesITeIbHOCTH
B o0nactu obecriedeHusi HHPOPMAIIMOHHOW 0€30ITaCHOCTH | MPEACTABISET COOOU
CUCTEeMAaTHU3UPOBAHHOE M3JIOKEHHUE 1Iesiel U 3a7a4 HH(GOPMallMOHHON 06€30M1acHOCTH, KaK OJJHO WM
HECKOJIBKO ITPaBUJl, IPOLEAYP, IPAKTUUECKUX IIPUEMOB U PYKOBOSAIIMX IPUHILIUIIOB, KOTOPHIMU
pykoBozcTByeTcs ['ocynapcTBeHHOE O10IKETHOE JOUIKOJIbHOE 00pa30BaTeIbHOE YUPEKICHHE
nerckuit cax Ne 29 o01iepa3BuBaroLero Buaa ¢ IpUOPUTETHBIM OCYHIECTBIEHUEM AESITEIbHOCTU
T10 TI03HABATEIBLHO — peYeBOMY pa3BuTHIO AeTeil [Ipumopckoro paitona Cankt — [lerepOypra
( manee — I'BZIOY) , a Takke OpraHU3alMOHHBIX, TEXHOJOTUYECKUX U MPOLETYPHBIX aClEKTOB
obecrieueHnst ”HPOPMAIIMOHHON OE30IaCHOCTH.

[Tonoxxenuss  Hactosmier  [lonmuTukm  HE  pacmpocTpaHSIOTCS Ha — obOecrieueHue
nH(OPMaLMOHHON 6€30MaCHOCTH CBEICHH, COCTABISAIONINX TOCYAAPCTBEHHYIO TalHY.

OcHoBHOW 3amadelt B obnactum wuHpopmammoHHoU Oe3omacHoct ['BJIOY mnpusnaer
COBEpIICHCTBOBAHUE MEp U CPEACTB oOecredyeHus 3amuThl HHGOpManuu WHGOPMAIMOHHBIX
pecypcoB I'BJIOY B KoHTEKcTe pa3BUTHA 3aKOHOHAATenbcTBa Poccuiickoit depepannu U HOPM
perynupoBaHus HH(QOPMAIIMOHHON MAEATEIbHOCTH B TEKYHIMX YCIOBUAX (DYHKIIMOHUPOBAHHS
MH(OPMALOHHOTO MOJIS.

[Tpu pa3pabotke [ToMUTUKN yUUTHIBAIMCH OCHOBHBIC MPUHIHUIIBI CO3AHUS CUCTEM 3alUTHI
uH(pOpMalLlM,  XapaKTEePUCTUKM U  BO3MOXKHOCTH  OpPraHU3alMOHHO-TEXHUYECKUX  MEp
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-IPOTPAMMHBIX CPEACTB 3alllUThI HH(POPMALIHH.

B pamkax cBoeit gestensHoctu 'BJIOY 00s3yercs npeanpuHuMaTh BCe BO3MOKHbBIE MEPBI
JUTSL 3aIIMTHI HH(OPMALIUK OT yrpo3 0e30macHOCTH HHPOpMAIUH.

TpeboBanust wHPOPMAMOHHOW OE30MACHOCTH, COOTBETCTBYIOT LEISIM JIEATEILHOCTH
I'BIOY u npeaHa3sHaueHbI 17151 CHUKEHUSI PUCKOB, CBSI3aHHBIX C peanu3alueil yrpo3 6e30macHoCcTu
uH(pOopMaLUH.

[TonuTuka noctynHa BceM padotHukam I'bJIOY u BceM noab30BaTessiM €ro pecypcos.

2. TEJIA U 3ATAYA OBECITEYEHUSI WTHO®OPMAIIMOHHOM BE3OITACHOCTHA

Cy0bexTbl HHPOPMANMOHHBIN OTHOLICHHU I

Cy0nektamu nipu obecrieuennn nHpopmannonHoi 6ezonacHoctu B 'BJIOY sBistores:

- paOOTHUKHU CTPYKTYPHBIX MOApa3AeaeHu (B TOM YHCIIe YBOJCHHBIE);

- rpaXkaaHe, paboTarolre Mo JoroBopaM IrpakJJaHCKO-IIPaBOBOT0O XapaKTepa;

- (usnyeckue JMIA, MPEJCTABUTEIM KOHTPAareHTOB B PAMKax MCIIOJHEHHS JOTOBOPHBIX
00513aTEIILCTB;

- (huznyeckue ML, nojaasure odpamienue B agpec ' B/I0Y;

- IOpUIUYECKHUE JIUI[A, B paMKaxX MCIOJHEHHUS JOTOBOPHBIX 00s3aTENIbCTB MM BO MCIIOJHEHUN
TpeOoBaHUil cO CTOPOHBI 3aKOHOaTeNnbcTBa Poccuiickoii deneparui;

- OpraHbl rOCy/1IapCTBEHHOW BIACTH.

O0beKTh HHPOPMALMOHHBIX OTHOIICHUH

O6bexTamu HHPOPMALIMOHHBIX OTHOIIEHUH SIBIISIFOTCSI:

- nHpopmannonusie pecypcsl ' BIOY;

- TOCyIapCTBEHHbIe HMH(OpPMAIMOHHbIE cucTeMbl OmnepaTopoM KOTOPBIX — SIBISIETCS
I'BIOY;

- mpomecchl 00paboTku uHPopMmanuu B HHpopmanMoHHBIX cuctemax ['BJIOVY,
UH(POPMALIMOHHBIE TEXHOJOTHH, pErJaMeHThl W Tpoueaypbl cOopa, 00pabOTKM, XpaHEHUs
U niepeadu nHpopMaluu;

- uHpoOpMalMOHHAA WHPPACTPYKTYpa, BKIIOYAIONIAs CHUCTEMbl OOpabOTKH, XpaHEHHs
U aHaln3a uH}popmalnuu, IporpaMMHbIE U IPOTrPAMMHO-AINIapaTHbIE CPEJCTBA, B TOM YHCIIE KaHAJbI
CBSI3M U TEJIEKOMMYHUKAIIWH;

- CUCTEMBI U CPEJICTBA 3alUThl HH(OPMALUU, OOBEKTHI U TOMEILEHUS, B KOTOPBIX pa3MelIeHbI
cpezacTBa 00paboTKU HHPOPMALIUH.

esan ob6ecnieyeHus1 HHPOPMALMOHHON 0€30MTACHOCTH



OcHoBHOI 1enpl0 o0ecriedeHuss uHPopMmanmonHoi Oe3omacHoct ['BJIOY  sBusioTcs
JEHCTBUS HaIpaBJIEHbl Ha JOCTHXKEHHE 3alUThl CyOBEKTOB HWH(OPMALIMOHHBIX OTHOIIEHHHA OT
BO3MOXXHOTO HAHECEHHs] MM MaTepHabHOro, (U3UYECKOTr0, MOPAIBHOTO WM HHOTO yiepoa,
MOCPEACTBOM  CIY4alHOrO  WJIM  IPEeJHAMEPEHHOTO  BO3JACWUCTBUA  HAa  MHQOpMAIUIO,
B TOM YHCJIE!

obecrnieueHus OTKa30yCTOMYHBOTO (YHKIIMOHUPOBAHUS IPOrPaMMHBIX
U anmnapaTHo-nporpaMMHubIx cpeactB [ BIOY u npenocTaBisieMbIX CEPBUCOB;

coONIOZICHHs] TPABOBOTO PEXHMMa HCIOJb30BaHUS MACCHUBOB M CpPEACTB 00pabOTKH
uHpOpMaLnu;

NPEIOTBPALICHUS] pealn3aliy  yrpo3 0e30MacHOCTH HHGOpMAalUKd TpU OCYIIECTBICHUU
nestenpbHOocTH ['B/IOVY.

3anauu odecneyeHuss HHPOPMAINUOHHOI 0€30MACHOCTH

HocTmwkenue neneit odecneueHust nHGOpPMaMOHHONH 0€30MaCHOCTH M CBOMCTB MH(OpMAIuy,
I'BAOY pemaercs caeayONIMMU 3a/1a4aMu:

3alUTHl OT HECAHKIMOHUPOBAHHOTO JJOCTYIA K MH(POPMALIMOHHBIM pecypcam;

pasrpaHudeHus JOCTyIMa MoJb30BaTeNeld K MHPOPMALIMOHHBIM, amlapaTHbIM, IPOTrPAMMHBIM
U UHBIM pecypcam;

pEerucTpallui W TEePUOJUYECKOTO KOHTPOJsS JEWCTBUU ToNb30BaTesned mpu 00paboTke
3alUIIaeMoil tHPOpMAaIMK U MEPUOJUUECKHU KOHTPOIb KOPPEKTHOCTH UX JCHCTBHIA,

KOHTpPOJIS LIEJIOCTHOCTH Cpelbl HMCIOJHEHHUS NPOrpaMM M €€ BOCCTAHOBJIEHUE B Cllydae
HapyLIEHUs;

oOecrieueHHs ayTeHTU(UKAMM U UACHTU(UKAIMM  I10JIb30BATENEeH,  y4acTBYIOIIUX
B HH(OpMAITMOHHOM OOMEHE;

o0ecrnieueHus UCIIPABHOCTHU IPUMEHSEMBIX B UH(POPMALIMOHHBIX CUCTEMAX
I'BAOY cpencts 3ammThl HHOOPMAIUK;

CBOECBPEMEHHOTO BBISIBJICHHE HMCTOYHHUKOB Yrpo3 0Oe30macHOCTH WHQPOPMALUHU, TPHYINH
U YCIOBHMM, CIOCOOCTBYIOIIMX  HAHECEHUIO  yIiiepba  3aMHTEPECOBAHHBIM  CYObEKTaM
UH(POPMALIMOHHBIX OTHOIIEHUH;

IPOBEJICHUEM MOHUTOPUHIA W pPEarupoBaHUs Ha Yrpo3bl 0€30MacHOCTH HH(OpMAaIUH
Y HETaTUBHBIE ITOCIIECTBUS,

CO3/IaHMEM YCIIOBUH JUIsi MUHUMM3AIMK HAHOCUMOTO yliep0a HempaBOMEPHBIMU JEHCTBUIMM,
U YCTpaHEeHHe MOCNEeCTBUIA HapyleHus nHpopmanoHHoi 6ezonacHocty B ['BOY.

Pemenue Boimenepeuncinensbix 3a1a4d B '6/I0Y ocyiectBisiercs nocpeacTBOM:

yuyeTa Bcex MOAJIeKaIINX 3aluTe HHPOPMALIMOHHBIX PECYPCOB;

KYpPHAIMPOBAHUS JEMCTBUM NepcoHalia, OCYIIECTBIISIOMIEr0 00CIyKUBAaHUE U MOIU(DUKAIIUIO
IPOTPaMMHBIX M ITPOrPaMMHO-AIIAPATHBIX CPEICTB MH(POPMAITMOHHBIX CUCTEM;

pernamMeHTanMM ImporeccoB o0paboTku uHpopManuu, aeictBuil padotHukoB ['BJIOY,
OCYIIECTBIISIONIUX AKCIUTyaTallli0 MPOrpaMMHBIX U IPOrpaMMHO-aINapaTHBIX CPEICTB, HA OCHOBE
YTBEP)KJICHHBIX OPraHU3aIMOHHO-PACIOPSAUTENBHBIX JOKYMEHTOB M0 3alIUTe HHPOPMALIUY,

Ha3HAYEHUS U MOJrOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHM3allMIO0 M OCYIIECTBICHUE
MepOnpUITHIA IO o0ecnieueHnto nHpopMamonHoit 6ezonacuoct B ['BAOY;

HAJIeJIeHUsl KaXJ0ro pabOTHMKAa MHUHUMAIbHO HEOOXOAMMBIMHM TpaBamMH TNpu pabote
B MH(OPMAaLIMOHHON UHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00S13aHHOCTSIM;

coOroieHHsI BceMU pabOTHUKAMU, 3KCIUTYaTUPYIOIIUMU U 00CTYUBAIOLIUMHU NPOTrPaMMHbIE
U NporpaMMHO-almapaTHble  CpelICcTBa, TPeOOBAHMN  OpPraHU3ALMOHHO-PACHTOPAIUTENBHBIX
JIOKYMEHTOB I10 BOIIpocaM obecrieueHus: MHOOpMaIlMOHHON 0€3011acHOCTH;

NEPCOHATBHON OTBETCTBEHHOCTBIO Ka)JIOT0 PabOOTHHKA 3a CBOM JCWCTBUS, yJacCTBYIOILETO
B paMKaxX CBOUX (DYHKIIMOHAJBHBIX OOS3aHHOCTEH B IMpoOLECCax aBTOMATU3UPOBAHHOM 0OpabOTKH
uH(pOpMaIlMU U UMEIOILEro JOCTYII K pecypcam HHPOPMAIIMOHHBIX CUCTEM;

peanu3anueil TEXHOJIOTHYECKUX MPOIECCOB 00paboTku WHOOpPMAIMU C HCIOJIb30BAaHUEM
KOMIUIEKCOB ~ OpPraHM3allMOHHO-TEXHUYECKUX Mep 3allMThl MpOrpaMMHOro  obecreyeHus,
IIPOrPaMMHO-aINIAPATHBIX CPENICTB;

OPUHATHS MEp MO o0ecredyeHuio (U3NYECKON IIeTOCTHOCTH MPOrpaMMHO-AMIapaTHbIX



cpeacTB WHGOPMALMOHHBIX CHCTEM U MOJAJEPKaHHEM HEOOXOJUMOTO YPOBHS 3aIlMIEHHOCTH
KOMITOHEHTOB;

UCIOJIb30BAaHUsl MPOTPAMMHBIX M MPOTrPAMMHO-ANIAPATHBIX CPEJCTB 3allUThl WHGOpMaUU
obpabarsiBaemoM B ['BJIOY 1 aqnMUHHCTPaTUBHON NOJAEPIKKOIM MX UCIIOIb30BAHUS,

KOHTPOJISI ~ COOJIIOJIEHUS]  TOJb30BaTeNIIMU  HMH(OPMALIMOHHBIX ~ CHUCTeM  TpeOoBaHUi
1o o0ecrneyeHn o HHPOPMaITMOHHON O€30aCHOCTH;

npoBeJeHus aHanu3a 3(Q(HEKTUBHOCTH MPUHATHIX MEP 3alIUTHl HHPOPMAIMK U IPUMEHIEMBIX
cpencts 3anuThl uHGopManuu B ['BJIOY;

pa3paboTKM U peaau3aluu NPeJIOKEHUH 10 COBEpIICHCTBOBAHUIO CHUCTEM  3allUThl
undopmanuu B '6/IOY.

3. MPUHIUIIBI OBECTIEYEHUS HH®OPMAIIMOHHOM BE3OITACHOCTH

ObecnieueHne MHPOPMAIIMOHHON 0€30MaCHOCTH, JOKHO OCYIIECTBISTHCS B COOTBETCTBUU
CO CIICYIOIIUMHU OCHOBHBIMH IPUHIIUITIAMH:

IIpuHIMT 3aKOHHOCTH

[Tpu BEIOOpE MEPONPUATHN TIO 3aIIUTE WHPOPMAIMH, JODKHO COOIONAThCS JICHCTBYIOIIEE
3akoHoAaTenbcTBO Poccuiickoit deneparuu B chepe 3amuThl HHOPMALIUU.

Bce paboTHUKM JOHKHBI UMETh MPEACTABICHUE 00 OTBETCTBEHHOCTH 32 MPABOHAPYIICHUS
B cepe 3amutel uHpopManuu. [IporpammHo-anmapaTHbie cpeactBa, npumensiemsie B B0V,
JOJKHBI MMETh COOTBETCTBYIOIIME IUIEH3WU, OPHUIMAIBLHO TPUOOPETAThCS y MPEACTaBUTEIICH
pa3pabOTUMKOB ATUX CPENICTB WU SABISATHCSA MHTEIUIEKTYyalbHOU cobcTtBeHHOCcThIO ['BJIOY.

IIpuHIUN CHCTEMHOCTH

[Tpu co3maHuu CUCTEMBI 3alUTHl JOJDKHBI YUYUTBHIBATHCS aKTyajbHbIE YTPO3bl 0€30MaCHOCTH
uH(pOpMaIMK, BO3MOXKHBIE OOBCKTHI M HAIMPABICHHS aTaK HAa HEE CO CTOPOHBI HAPYIIUTEIICH.
Cucrema 3amuThl JIOJDKHA CTPOMTBCS C YYETOM HE TOJBKO M3BECTHBIX KaHAJIOB YTEUKH
uH(opMaIMK, HO U C YYETOM BO3MOXXHOCTH TOSIBICHUS HOBBIX YS3BUMOCTEH B MPOrpPaMMHOM
o0OecrieueHNH.

IpuHIUN KOMILIEKCHOCTH

KomrmiekcHoe ucnonp30BaHUE CPEACTB 3alIUThl MHPOPMAIIMK MPEAINOIaraeT COrJacoBaHHOE
MIPUMEHEHUE TIPU TTOCTPOEHUH IIEJIOCTHOM CHCTEMBI 3aIUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHBIC
yrpo3sl Oe3omacHocTH MH(poOpManuu. 3anuTa J0JDKHA CTPOUTHCS SlIeNoHHpoBaHO. Dusnueckas
3alIMUTa IOJDKHA 00eCTieunBaThCs (PU3NIECKUMHU CPEACTBAMU U OPTraHU3aIMOHHBIMH MEPAMH.

[Tpu mocTpoeHuu, BHEPEHUN U DKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMAIIMH PYKOBOJICTBO
I'BAOY obGecneunBaer yciaoBusi s 3(GGHEKTUBHONM KOOpPAWHAIMK JIEUCTBHUH BCEX JIHII,
obecrneunBaromuX HHHOPMAITMOHHYIO O€30MaCHOCTbD.

IpuHIUN CBOEBPEMEHHOCTH

Pa3paboTka cuctemsl 3alUThl HHPOPMAIMHU JOJKHA BECTUCH MapajlielbHO C pa3paboTKoi
U UHQOPMALMOHHOM  CHUCTEMbl. OTO TMO3BOJUT y4yecTb TpeOoBaHHA  0€30IMaCHOCTH
Ipy TPOEKTUPOBAHMM AaPXUTEKTYphl W, B KOHEYHOM cueTe, co3darh Oojee 3¢ (deKTHBHBIC
nH(OpMaAIIMOHHBIE CUCTEMBI, 00JIAAI0IIHE JOCTATOYHBIM YPOBHEM 3aIUIIICHHOCTH.

IpuHIUN NpeeMCTBEHHOCTH

[TocTosTHHOE COBEpIIIEHCTBOBAHME MEpP M CPEJCTB 3allUThl HMH(POPMAIMK Ha OCHOBE
MIPEEMCTBEHHOCTH OPTaHU3AIl[MOHHBIX M TEXHMUYECKHX pEHIeHUH, KaJpOBOrO0 COCTaBa, aHaIu3a
GYHKIIMOHUPOBAHUS WH(POPMAIIMOHHBIX CHUCTEM M CHUCTEMBI €€ 3alllUThl C y4eTOM HW3MEHEHUH
B METOJaxX M CpelIcTBax IepexBara HHQPOpPMAIMK, HOPMATHUBHBIX TpeOOBaHUU 10 3aliuTe
uH(pOpMaLIUH.

IpyuHOMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHSA 3aTpaT Ha obOecrieueHne MHGOPMAITMOHHONW 0€30MacHOCTH M IIEHHOCTH
WH(OPMAIIMOHHBIX PECYpPCOB HA BEJIMYMHY BO3MOXHOTO yiiepda OT HX pas3rialleHus,
YHUYTOXXEHUS U UCKaKeHHs. Vicronb3yembple Mephl U CPEACTBA 3aIIUTHI HHGOPMAIIMN HE TOJKHBI
YXYALIATh PrOHOMHYECKHE MMOKa3aTeTl KOMIIOHEHTOB HH()OPMAIIMOHHBIX CHCTEM.

IIpuHIUN OTBETCTBEHHOCTH



BosnoxeHne 0TBETCTBEHHOCTH 3a o0ecreyeHne 0e30macHOoCTH HHpopMaluu U ee 00paboTKu
Ha KaxJaoro paOOTHHKA B Mpelenax ero MOJHOMOYHMM. B COOTBETCTBMM C 3TUM MNPUHIMIIOM
pacmpesenieHue MmpaB U O0S3aHHOCTEH PAOOTHUKOB CTPOMTCS TaKUM 00pa3oM, 4TOOBI B CiIydae
JI1000r0 HapylIeHHs ObLT U3BECTEH HAPYILIUTENb.

IpuHOMD 000CHOBAHHOCTH M TEXHHYECKOH peain3yeMocTH

HudopmalinoHHbIe TEXHOJIOTUH, TPOrPaMMHBIE U IIPOTrPAMMHO-aNapaTHbIe CPEACTBA, MEPHI
3alUThl UHGOPMAIMK JIOJDKHBI OBITH PEAM30BaHBI 110 COBPEMEHHBIM PEIICHHSIM, 0OOCHOBAHBI
C TOYKHU 3PEHHUs JOCTUKEHHS 33JaHHOTO YPOBHS 3aIMIICHHOCTH MH(POpPMAIMU U 3KOHOMUYECKOU
1eN1eco00pa3HOCTH, a TakXKe COOTBETCTBOBATH YCTAHOBICHHBIM HOpPMaM H©  TpeOOBAaHUSAM
1o 6e30macHOCTH HH(POPMAIIHH.

IpuHuun npogeccuonaanzma

Peanuzamus Mep 3ammuThl MHQOpPMAIMM M SKCIUTyaTallMsl CPEICTB 3allUThl HWH(OpMAaLUU
JIOJKHA OCYHIECTBIATHCSA MPO(ECCHOHATBHBIMU CIIEHUAINCTAMU.

[TpuBreyeHne crenuaIn3uPOBAHHBIX OPTaHU3ALMIA K pa3paboTKe CPEACTB U peau3aluu Mep
3alUThl UHPOPMALIUH, TIOATOTOBICHHBIX K KOHKPETHOMY BHUAY JACATEIBHOCTH IO OOECIICYCHHUIO
0e30macHOCTH MH(GOPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OIMbBIT MPAKTHUYECKONH paboThl U JHIIEH3UH
Ha MPaBO OKa3aHMS YCIYT B 9TOH O0JIACTH.

I[IpuHUKUN MUHUMU3AIUH TPUBUJIETHIl MOIb30BaTe el

Obecneuenne NMoOIb30BATENCH IPUBIIICTUSIMA MUHUMAIIBHO JOCTaTOYHBIMH ISl BHITIOJTHEHHUS
MMM CBOUX JOJDKHOCTHBIX o0s3aHHOCTel B 'BJIOY.

4. OCHOBHBIE TPEBOBAHUS 110 3AIIUTE UHO®OPMALIUHN
OI'PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammuThl MH(pOpMalMU JOJDKHA IPEAyCMaTpuBaTh KOMIUIEKC OpPraHHU3allMOHHBIX,
MPOrPaMMHBIX M MPOrPaMMHO-AINIAPATHBIX CPEICTB M Mep MO 3amuTe WH(OpMaluu B mpoiiecce
ee 00paboTKH.

BrimonHenue TpeGOBaHUN JOCTUTAETCA 3a CUET pealu3alud Ha 00beKkTax MHPOopMaTH3AUU
Mep MO 3aluTe HHPOPMAIIIH:

UJCHTUPUKAIMY U ayTeHTU(DHUKALIMH CYyObEKTOB JI0CTYNA U 0OBbEKTOB JIOCTYTIA;

YIPaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyNa K 00bEKTaM JI0CTYIa;

OTPaHUUYEHUIO IPOIPAMMHON CPEIBI;

3alllMTe MAIMHHBIX HOCUTEJIEH MEPCOHANBHBIX JaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AQHTUBHMPYCHOMU 3aIlUTE;

0OHapyKEHHIO BTOPKEHUIA;

KOHTPOJTIO (aHAJIM3Y) 3alUIIEHHOCTH IEPCOHANBHBIX TAaHHBIX;

00€CTeYeHNIO LIEIOCTHOCTH HH(POPMALIMOHHOM CUCTEMBI U MIEPCOHAIBHBIX JITaHHBIX;

00ecnevyeHnI0 TOCTYITHOCTH EPCOHANIbHBIX JaHHbIX;

3alUTHI CPEIbl BUPTYAIU3aLUU;

3allUThl TEXHUYECKUX CPE/ICTB;

3alUThl UH)OPMAIIMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepeayl JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PearupoBaHUE Ha HUX;

ylpaBiieHUI0 KoH(purypauueil HMHGOPMAIIMOHHONM CHUCTEMbI W CHCTEMBI  3aIlUTHI
MEPCOHAIBHBIX JaHHbBIX.

I'B/IOY, xak ob6naxaresns MHGOPMAIMM OrPAaHMYEHHOTO JOCTYMNA, MPU OCYIIECTBICHUHU
CBOMX ITpaB 0053aHO:

co0JII0/1aTh MpaBa U 3aKOHHbIE HHTEPECHl MHBIX JIUI;

MPUHUMATh HEOOXOUMBbIE MEPHI 1O 3aIUTE HHPOPMAIIH;

OTpaHMYMBATH JOCTYN K HMHQOpPMALUH, €CIM Takas oOOA3aHHOCTh YCTaHOBJIEHA
3aKO0HO1aTenbCTBOM Pocculickoit @enepanyu.

B Ttom wuwmcne I'BJIOY, BhopaBe ecin HHOE HE MPEITYCMOTPEHO 3aKOHOAATEIbCTBOM
Poccuiickoit denepanuu:



pasperiaTh Wik OrpaHUYUBATh JOCTYI K MH(POPMALIUH, OTIPEIENIATH HOPSI0K U YCIOBUS TAaKOTO
JOCTYTIa;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHHIO;

nepeaaBate MHGOpPMALMIO JAPYIMM JIMIIAM Ha YCTAHOBJIEHHOM 3aKOHOJATENIbCTBOM
Poccniickoit denepanuu OCHOBaHUY;

3alMIaTh YCTaHOBJIEHHBIMU 3aKOHOJATeabcTBOM Poccuiickoit depepaunn crocodbamMu CBOU
npaBa B Cllydyae HE3aKOHHOTO MOJY4YEeHHs HMH(OpMAIMM WM €€ HE3aKOHHOTO HCIIOJIb30BaHUS
VHBIMH JINLIAMU;

OCYILECTBIISITh MHBIE JACHCTBHS ¢ HMH(OpManuend WM pa3pemarbh OCYIIECTBICHHE TaKUX
JNeMcTBUM, ecnu 3TU  JeMcTBUA HE NpoTHBOpevyaTr (QelepaibHbIM 3aKOHaM M JIPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3ammra MHQOpPMAUM  OTPAaHUYEHHOrOo  JOCTyIa HpPEACTaBIseT COOOH  NpUHATHE
OpraHM3aLMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX Ha:

coOuro/ieHre KOH(pUICHIHANbHOCTH MH(OpMay (MCKIOYEHNEe HEIpPaBOMEPHOIO JIOCTYIIA,
KOTIMPOBAHUS, PEIOCTABICHUS WIIM PACTIPOCTPAHEHUS HH(OPMAIIHHN);

o0ecreyeHne eJIOCTHOCTH HH(pOpMauK (MCKIIOUEHHE HEMPaBOMEPHOTO YHUUTOKEHUS
WA MOJU(PHUIMPOBAaHUS HH(DOPMAIIH);

peanu3almio rnpasa Ha AOCTYI K MH(pOpMaIuy (MCKII0UeHHE HEIPaBOMEPHOI0 OJIOKMPOBAHHUS
uH(popManun).

CpencTBa 3amuThl MHGOPMAIMKM BHEAPSIOTCS 10 pe3yibTaTaM MPOBEIEHHs OLIEHKU PUCKOB
MH(}OPMaLlMOHHON O€3011aCHOCTH.

Oprannsanus 3amuTsl HHGOpManun

[Mpu opranmzamuu B I'BJIOY 3ammrtbl mH(OpMAIMK, JOKHBI BBITOJIHATHCS TPEOOBAHHUS
OenepanbHoro 3akoHa oT 27.07.2006 Ne 149-®3 «O06 wundopmanuu, HHPOPMAIMOHHBIX
TEXHOJIOTHSIX M O 3aIlIuTe HWHPOPMALUU», KOTOPHIE PpETryJIUPYIOT OTHOIICHHS, CBS3aHHBIC
C YCTAQHOBJICHHEM, U3MEHEHHEM U MPEKPALICHUEM PexXUMa 00pabOoTKU 3aluiaeMoi HH()OpMAaIHH.
B ToM umcne tpeboBanus o 3ammre MH()OPMAIMK, HE COCTABIISIONICH TOCYIapCTBEHHYIO TaiHY,
coJiepalieiics B TOCYAapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMaxX YTBEpXKJIEHHBIE MPUKA30M
OCTIK Poccun ot 11.02.2013 Ne 17 «OO0 yTBepkaeHUM TpeOOBaHUN O 3alIUTe MH(OpMaLNH,
HE  COCTAaBIIOIIEH  TIOCYHApCTBEHHYIO  TaliHy, COJAEpXalleldcs B TOCYAAPCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMAax» Il TOCYJapCTBEHHBIX WH(GOPMAIMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY sBasiercs OnepaTtopoM.

B I'BIOY nomMumo peauzaiuyi OCHOBHBIX MEp 3alIUThl UHPOPMAIIUK OCYIIECTBIISETCS:

peryiasipHas OIEHKa M  yIpaBlieHHe pUCKaMU  HH(GOPMAIMOHHOM  0e30MacHOCTH
B COOTBETCTBUU C YCTAaHOBJIECHHBIMU IIPOLIEAYPAMHU B 00JIACTH YIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHUE, o0yueHue u MOBBILICHNE KBaJTM(HUKALUN pabOTHUKOB
I'BAOY B chepe nndopmamoHHOM 0€30MaCHOCTH;

MeToAMYecKass MOMOIb pabOTHHKaM B Bolpocax oOecrnedeHus HHPOPMALUOHHOM
0€30I1aCHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 110 MOBBILICHNIO YPOBHS 3aIIMIIEHHOCTH HH(pOpMAIINH.

Hns oprarmzanuu 3ammtbl nHGopmaruu, ['BJIOY BnpaBe mpuMEHSTh CpeICTBa U METOJBI
TEXHUYECKON 3aluThl, NPEJNPUHHUMATh JpyTHe, HE NPOTHUBOpPEYAIME 3aKOHOAATEIbCTBY
Poccuiickoit denepaiuu, Mepsbl.

B pamkax oOecrieueHMs 3aUThl HHPOPMALIMH, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXOMMO
03HAKOMUTbH MOJI POCIHUCHh PAOOTHHUKOB, JOCTYI KOTOPHIX K MH(GOPMAIIMU OTPaHUYEHHOTO JOCTYIIA,
HE00XO0/IUM JUTSI BBITMOJIHEHUS] UMU CBOMX JIOJDKHOCTHBIX O0S3aHHOCTEH, ¢ mepeuyHeM MHpopMalnuu
OTpaHUUYEHHOro JlocTyna, ¥ NpuHATeIMU B 'BJIOY mMepamu 3ammTsl nHGOpMaIuu.

Oco0eHHOCTH 32U THI NEPCOHATbHBIX TaHHbBIX

[Ipu opranuzanum oOpabotku B ['BJIOY mepcoHanbHBIX JaHHBIX HEOOXOAMMO
PYKOBOJICTBOBaThCsl TpeOoBanusiMu  PenepanbHoro 3akoHa oT 27.07.2006 Ne 152-03
«O nepcoHaNbHBIX JaHHBIX).

[Tepeuens wmep, BbIMOMHEHHE KOTOpbIX oOecneunBaer ['BJIOY B kaudecTBe omepaTopa
NIEPCOHAJIBHBIX JaHHBIX, JOJKCH BKIFOYATh:



Ha3HaueHue B 'BJIOY oTBeTcTBEHHOTO 32 OpraHu3aIio 00paboTKH MEePCOHATBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACIIAIONINX MPaBUia B OTHOIIEHUH 00pabOTKU NMEePCOHATBHBIX
nansbiX B I'B/IOY, nokanbHBIX aKTOB IO BOTIpocaM 00pabOTKH MEePCOHATBHBIX TaHHBIX

IPUMEHEHHE OPraHU3aLMOHHBIX M TEXHUYECKHMX Mep Mo oOecrneueHuro 0e30IacHOCTH
NEPCOHANBHBIX JAaHHBIX B COOTBETCTBUU co craTheil 19 denepanbnoro 3akona ot 27.07.2006
No 152-®3 «O nepcoHaNBbHBIX TaHHBIXY;

BBINOJIHEHHE TPEOOBAaHUMN MO COCTABY M COAEPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX Mep
1o obecredyeHuto 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX MPU MX 00paboTke B MH(POPMALMOHHBIX
cucTeMax MepcoHaNbHBIX NTaHHBIX yTBepkIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBEpXKIEHUM COCTaBa M COJACpKAHMUA OPraHU3ALMOHHBIX W TEXHUYECKHUX Mep [0
o0ecrieyeHnI0 0€30IaCHOCTH TMEPCOHATBHBIX JAHHBIX NMPU UX 00paboTke B WH(POPMALMOHHBIX
cucTeMax NepCOHANIbHbIX JAHHBIX),

OLIGHKY Bpe€Ja, KOTOPBIA MOXKET OBITh NPUYMHEH CYOBEKTaM IEepPCOHAIBHBIX JaHHBIX
B ciayyae HapywmeHus PenepansbHoro 3akoHa Ne 152-d3, cooTHoLIeHHE YKa3aHHOTO Bpena
U MIPUHUMAEMBIX OINEPaTOPOM Mep, HAlpaBJICHHBIX Ha OOECTeYeHHEe BBITIOJHEHUs OOSI3aHHOCTEH,
npexycMoTpeHHbix denepanbHbiM 3akoHOM Ne 152-D3;

o3HakomsieHHe pabotHukoB ['BJIOY, HenmocpeaCTBEHHO OCYHIECTBISIIOIIMX OOpabOTKY
HNEpCOHANbHBIX JaHHBIX, C TOJOXEHUsAMH 3aKoHoaarenbcTBa Poccuiickoit  denepauun
0 TIEPCOHAIBHBIX JAaHHBIX, B TOM 4YHCJIE€ TPeOOBAaHMUSAMHU K 3aIIUTE NEPCOHAIBHBIX JaHHBIX,
JOKyMeHTaMmu, omnpenenstoommmu tpedoBanus ['BJIOY B oTHOmeHuu o0pabOTKU MEepCOHATBHBIX
JAaHHBIX U 00y4YeHHE, IPU HEOOXOIMMOCTH, YKa3aHHBIX paOOTHUKOB.

Obecneuenne 6€30MaCHOCTH EPCOHANIBHBIX TAHHBIX JOCTUraeTcsl, BYaCTHOCTH:

OlpeNeieHneM  yrpo3 W HapymuTeled  0e30macHOCTH  MEPCOHATIBHBIX  JIaHHBIX
npu ux o0paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIIbHBIX JaHHbIX;

OTIpEeNeICHUEM  YPOBHS  3AIIMIICHHOCTH TEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHHU
¢ TpeboBanusimu [loctanosnenus [IpaButennbctBa Poccuiickoit @eneparnuu ot 01.11.2012 Ne 1119
«O0 ytBepkIeHHMH TpeOOBaHMK K 3allUTe TMEPCOHAIBHBIX JAaHHBIX IPH HX 00paboTKe
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHBIX);

NPUMEHEHHEM IMPOUICIIINX B YCTAaHOBJICHHOM IOPSIKE MPOIEAYpPY OLEHKH COOTBETCTBHUS
CPEZCTB 3aLIUThI HHPOPMAIUY;

OLIEHKOH 2(PPEKTHBHOCTH MPUHUMAEMBIX MEp TI0 3allUTe IMEePCOHAIBHBIX JAHHBIX J0 BBOJA
B HKCILTyaTal1io HH(HOPMAIIMOHHON CUCTEMBI IEPCOHANIBHBIX JTAHHBIX

BOCCTaHOBJICHHEM TIEPCOHAIBHBIX JTaHHBIX, BCIEJACTBUE TOTYYCHUsT HECAHKIIMOHHPOBAHHOTO
JIOCTYTIA K HUM;

YCTAHOBIICHHMEM TIPaBWJI  JOCTyHa K TEPCOHAJIBHBIM  JaHHBIM, 00pabaThIBa€MbIM
B HMH(pOPMAIMOHHBIX CUCTEMaxX IMEPCOHAIBHBIX JAaHHBIX, a TaKkKe OOECIeYeHHEM pEerucTpanuu
U y4eTa BCeX JICHCTBHI, COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMU B HH(POPMAIIMOHHBIX CHCTEMaxX
NEePCOHAIBHBIX JaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMI MEPAMH 10 3aIIUTE MIEPCOHANBHBIX TaHHBIX U OTPEICICHHOTO
YPOBHSI 3aIlMIIEHHOCTH HWH(GOPMALIMOHHBIX CHUCTEMaxX IEepPCOHAIBHBIX JAaHHBIX B IpoLEecce
ee KCIUTyaTaluH.

5.  OCHOBHBIE TPEBOBAHUS K IPOHECCAM OBECIHHEYEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTH

MeTtoanueckoe pyKOBOJICTBO, pa3pabOTKy pelIeHui 1Mo 3amure HHGopMalim, coraiacoBaHue
BbIOOpA CPEICTB BBHIYMCIUTEIBHON TEXHHKH, MPOTPAMMHBIX U MPOTrpaMMHO-aNNapaTHBIX CPE/ICTB
3alUThl UH(OPMAIMK, OpraHU3alMi0 padoT MO BBISBIECHUIO BO3MOXKHOCTEH M MPEnyNpesKACHUIO
YTEeUKU U CBOMCTB 3amiuiaeMoit uupopmaruu, ocymectsiuser [ BJIOY.

Pusnyeckas 0e30MaACHOCTH

[TpunsTHIE OpraHU3allMOHHBIE W TEXHUYEeCKHe Mepbl mo 3amure nomemenuid ['BJIOY,
CEepBEPHOTO M KOMMYTAIMOHHOTO OOOpYyIOBaHHS, AaBTOMATU3MPOBAHHBIX pabOYMX MECT
nosib3oBareseil nadopmarmoHasix cucreM ['BJIOY obecrieunBaOT peayn3aiuio CICIYIONINX Mep
1o:



pasrpaHndeHHi0 Joctyma pabotHukoB B momenieruss ['BJIOY B cooTBercTBUM C UX
MOJIHOMOYHSMH U TOJKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpanu (akToB BXOJa pabOTHHKOB B TOMEIIEHHS B KOTOPBIX BeAeTcs oOpaboTka
MIEPCOHANIbHBIX JIaHHBIX;

KOHTPOJIMPYEMOMY TMpeObiBaHui0 TocTopoHHUX Jull B I'BJIOY B momenieHus, B KOTOPBIX
BeZieTcsl 00paboTka MH(OpPMALMKU OTPaHMYEHHOTO JIOCTYNa M pa3MEIIEHbl anmnapaTHble CpelICcTBa
UH(POPMALIMOHHOMN CUCTEMBI;

OpraHM3aIH pexXruMa KOHTPOJIUPYEMOTro BHOCA/BBIHOCA CPEACTB 00pabOTKH HHPOPMAITIH.

[Tomemenuss ['BJAOY nomkHbl ObITH 00OpYHOBaHBl JIETEKTOPAMHU OFHS U JbIMA,
OTHETYLIUTENISIMU, CHUCTEMaMH KOHIULIMOHUPOBAHMS BO31yXa, CPEICTBAMH OXPaHHO-TIOKapHOU
CUTHAJIM3aL1U.

OcHOBHOE cepBepHOE U KoMMyTaimoHHoe obopyaoBanue I'bJIOY nomkHO OBITH 3aIIUIEHO
oT mepeboeB B Mojayde SJCKTPOIHEPTUHU IMyTEM IMOAKIIOUCHHS K AJIEKTPOCETH C MPHUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOrO MUTAaHUS M PE3EpPBHOrO  Ju3eib-reHeparopa. McTouHuku
Oecriepe0OHHOr0 MUTAaHUS HEOOXOAUMO PETYJISIPHO TECTUPOBATh M MPOBEPSTH YIMOTHOMOUYECHHBIM
pabotHukaM ['BJIOY B COOTBETCTBUU C pEKOMEHIAMAMHI ITPOU3BOIUTEIIS.

[TopraTuBHBIE  TEXHMYECKHE CpEJICTBA HE JOJDKHBI  OCTaBaTbCsA 3a  IpeaesamMu
koHTpompyemoii 30ub1 ' BJIOY 6e3 koHTpos co croponsl pabotaukoB ['BOY.

Be3onacHocth Ha paGoueM mecTe

3anpemiaeTcs BECTU 3alKMCh MApOJIEW B OTKPBHITOM BHUIE HA MaTE€pUAIbHBIX HOCHUTEI,
3a UCKJIIOUEHUEM CIIy4aeB, PETIIAMEHTUPOBAHHBIX METOJ/I0B XPaHEHHUSI.

JIOKyMeHTbl ¥ HOCUTENIHM C HH(OpMalMel OrpaHMYEHHOTO AOCTYyNa IOJKHBI YOHpaThCs
B oOmecuaTbiBacMble MecTa (ceddbl, mkadel W T.aI.), [OpH yXxoiae ¢ pabodero mecra.
Ha aBromaTtusupoBanHom pabouem mecte [Tonb3oBarens pabouas ceccusi JoKHA OBITH MPEpBaHa,
pabouunii cton 3abmokupoBaH. Bxoj mosib30BaTeNsi B CHUCTEMY HE JOJDKEH BBIOIHATHCS
ABTOMAaTUYECKH.

JIoKyMeHTBI, coaepxkalyue HHPOPMALUI OrPpaHMYEHHOTO JOCTYyNa, JOJDKHBI —Cpasy
U3BIMAThCSl W3 TIeYaTaloluxX ycTpoucTB. [lns yTunmzanuu KOH(UIEHIUANBHBIX JTOKYMEHTOB,
JOJKHBI MCIOJb30BaThCSl YHUUTOXKHUTENU JOKYMEHTOB HE HIKe 4 ypOBHS IO CTaHAapTy
0€30I1aCHOCTH, IPUMEHIEMOMY K YHUUTOKUTEISAM TOKYMEHTOB.

[Ipy wucnonb30BaHMM MOOWJIBHBIX ~TEXHHUYECKHX CpEICTB HEoOXoIuMo  coOIr0aTh
JOTIONTHUTETIbHBIE MEphl MO perjaMeHTallid W KOHTPOJIO HCIOJB30BaHUS B HH(OPMAIIMOHHOM
CUCTEME MOOMIIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxneHnue mnpencraBuTenell OPUAMYECKUX JIMII B paMKaxX MCIOJHEHUS JOTOBOPHBIX
00s3aTeNbCTB B TOMEIICHUSX B KOTOPBIX BeJeTcsl 00paboTka MHGOpPMalMU OrPaHUYEHHOIO
J0CTyna UH(MOPMAITMOHHONW CUCTEMBI, BO3MOXKHO TOJBKO B CONpPOBOXAeHUHU paboTHuka ['BJIOY
JIOTIYIIIEHHOTO 10 00pabOTKHU Takoi HH(OPMALINH.

Pa3Memienne TeXHMUYECKUX CpeJICTB BbIBoAa uHGpopmamuu B mnomeuieHusix ['BIOY
IPOU3BOJUTCS C YYETOM HCKIIIOUEHUS BO3MOXKHOCTH BHM3YyaJbHOTO IPOCMOTpa HHGOpMaluu
MOCTOPOHHUMHU JIMIIaMU B paOOTHUKAMU, HE TOMYIIIEHHBIM K paboTe ¢ JaHHOH nHpOopMaIuei.

TexHuueckue cpeacTBa JODKHBI pa3MeIIaTbCs M XPaHUThCS TaKUM 0OOpa3oM, YTOObI
COKPATUTh BO3MOKHBII PUCK MOBPEXACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOI'O JOCTYTIA.

Texnuveckoe 06cIy:;kuBaHue 000Py/10BaAHUS

Texnuueckue cpeacta ['BJIOY nomkHbl NPOXOAUTH Ha PErYyJISPHOM OCHOBE CEPBUCHOE
00cTyXKMBaHUE B COOTBETCTBHH C PEKOMEHIAIIUSMHU MPOU3BOAUTENEH 000pyI0BaHUS.

PemoHT u cepBucHoe oOcCITy)XHBaHUE OOOpPYIOBAHUS JIOJKHBI BBIMOJHATBCS TOJBKO
KBATH(UITIPOBAHHBIMU CIICITUATUCTAMH.

TexHuueckoe oOCTyXHBaHHE OOOPYIOBaHHMS CTOPOHHMMH OPTraHM3ALMUSMH HE JOJDKHO
MPUBOJIUTH K PUCKY HAPYIICHUS KOH(PUIEHTUAIBHOCTH 3aIIMIIaeMON HH(OpMaLIUH.

B3auMogeiicTBHE ¢ TPETHUMHM JIULAMU

B memsx obGecnedyenuss mHpopmanuonHoit Oe3omacHoct ['BJIOY mpm B3ammopeicTBuu
C TPETHbUMHU JIMLIAMH JIOJKHO BBITIOJIHATH CJIEYIOLINE MEPOTIPUATHS MO:



3aKTIOYCHUI0 COTJIAIICHHUS O HepasMalieHn WH(QOpMAK OrpaHUYCHHOTO JOCTYyIa
MOJIyYEHHOM B X0J1€ UCTIOJHEHHSI IOTOBOPHBIX 0053aTEIIbCTB,;

OCYIIECTBJICHUIO KOHTPOJIA 3a JCUCTBUSIMU TNPEICTABUTENICH KOHTPAreHTOB B Ipejaesiax
KOHTpoJupyemoit 30ub1 ['BJIOY.

YnpasJ/ieHue :KU3HEHHBIM IUKJIOM HH(POPMAIMOHHBIX CHCTEM

Mepornpusatusi B Nporiecce XKH3HEHHOTro mukiIa nHdopmarmoHHbeix cucteM ['BJIOY nomkHbI
OBITH HAIPaBIICHBI Ha OOCCIICUEHUE 3alIUThl WH(OPMAIIMU TIPU BBOJE B JACHCTBHE, IKCILUTyaTAIlHH,
CONPOBOXAECHUU U MOJIEPHU3ALINH, BBIBOAA U3 HKCILTyaTALNH.

OcHoBaHWeM TMpU pa3padOTKe HHPOPMAIMOHHBIX CHUCTEM JIOJDKHBI SIBIISATHCS PEIICHUS
NPUHATBIE Ha cTaguu (GOopMUPOBaHUA TpeOOoBaHM, colepkailire TpeOOBaHHS B TOM 4YHCIIE
[0 CHCTEME 3aIIUThl HTHPOPMALIUH.

Jlro6oe mranupyeMoe K BHEAPEHUIO U3MEHEHNE NHPOPMAIIMOHHOMN CHUCTEMBI MTPEIBAPUTEILHO
JOJDKHO ~ OBITh  MPOAHAJIM3UPOBAHO HA  COBMECTUMOCTh M OTCYTCTBHE  HApYIICHHM
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEICTB 3aIUThI HH(POPMAIIUH.

PabGotrel mo MopepHu3anuu WHGOPMAIMOHHOHW CHCTEMBI, B TOM 4YHCJIE [0 YyCTAaHOBKE
MIPOrPaMMHOT0 OOECTieUeHUs U OOHOBJICHHM, TOJKHBI IPOBOJUTHCS B HEpabouee BpeMsl WU BpeMs
HavMMEHbIIEeH pabouel Harpy3KHu.

[Ipu BBIBOAE U3 OKCIUTyaTalldd HMHQPOPMAIIMOHHBIX CHUCTEM JOJDKHO 00ecreyrBaThCs
rapaHTUPOBAHHOE yJaJICHHE 00padaThIBAEMON U XpaHUMOW B HUX HH(DOPMAIIMH C HCIIOTH30BAaHHUEM
CPEICTB TapaHTHPOBAHHOTO YHHYTOKEHUSA HMH(OpPMALUU WK MyTeM (PU3UUECKOr0 YHHUTOKEHUS
HocuTenei nHdpopMaIum.

Bce mpouenypsl oOecnedeHus 3ammThl  uHGpOpManuu, ycraHoBieHHble B ['BJIOY
B OTHOIICHWH WH(POPMAIIMOHHBIX CHUCTEM, JIOJDKHBI BBIIOJHATECS ¥ KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMH JIMIIAMU 33 OPTaHU3AIHMIO pa0dOT MO 3aIuTe HHPOPMAIUH.

Koutpous gocryna k uH¢popManuoHHbIM CHCTEMAM

Bce padorauku I'BJIOY, nomymennsie Kk padotre ¢ MHGOPMAIMOHHBIMU CHCTEMaMU HECYT
NEPCOHAIbHYI0 OTBETCTBEHHOCTb 3@ HApYyUIEHHs YCTAaHOBJIEHHOIO IOpsiika 00paboTKu
UHpOpMaLIUH.

YpoBeHb MoNHOMOYMHM moJdb30BaTens B uHpopManumonHoi cucreme ['BJAOY nomxen
OTIPEICNATHCS B COOTBETCTBUU C €T0 JOHKHOCTHBIMU O0S3aHHOCTSIMHU.

Hoctyn nonb3oBateneit k nHGopmarmoHHsiM cuctemMaM ['BJIOY nomkeH KOHTPOJIUPOBATHCS
aAMHUHHUCTPATOPOM MH(GOPMAIITMOHHON CUCTEMBI.

OcyIiecTBICHHE PETYISIPHOTO KOHTPOJIS BBIMOJHEHUS OPTraHU3AIMOHHO-PACTIOPSIUTETHHBIX
JIOKYMEHTOB, KacalolluXcsl perjamMeHTanuu nomycka padotHukoB ['BJIOY k uHpopmanmoHHBIM
CUCTEMAaM.

Hnentudpuxanusd v ayreHTuGUKanus

Hoctyn monws3oBareneld K WH(OOPMAIMOHHBIM CHUCTEMaM JOJDKEH IMPETOCTABISITHCS TOJIBKO
MocJie YCIEIIHOTO 3aBepIICHHs UISHTH(PUKAIIUY, AyTCHTHPUKAIUIH.

[Tomyyenue moyib30BaTENIEeM HMMEHH B HMHQPOPMAIIMOHHOW CHUCTEME W Tapojsi, KOTOpbIE
o0ecneynBaroT AOCTYI K HH()OPMAIIMOHHON CUCTEME, TOJKHO OCYIIECTBIATHCS MO MPEACTABICHUIO
PYKOBOIUTENS CTPYKTYPHOTO TIOpa3AesieHUsI.

YnpasJjieHue 10CTYIIOM

B I'BJIOY nomkHO OCYyIIECTBIATHCS YINPABICHUE JOCTYIIOM K WH()OPMAIMOHHON CUCTEME
MOCPEACTBOM pealn3alid HEOOXOJUMBIX METOJOB, THIOB W MPaBWJI pPa3TpaHUYCHUS JOCTYIa
nosb3oBatesiM uHbopmarnuonHo cuctemMbl ['BJIOY. B ToM umcie obecrneueH 3amuIieHHBIN
yIaJeHHBIA JAOCTYN CyOBEKTOB JIOCTyNa K OOBEKTaM JOCTyMa uyepe3 BHEIIHWE WH(OPMAIMOHHO-
TEJICKOMMYHUKAIIIOHHBIE CETH.

BesonacHocTh npu padore ¢ HOCUTEIAMH HH(POPMALINH

Pa6otauku I'BJIOY nomKHBI HMCHOIB30BaTh TOJBKO YUYTEHHBIE CHEMHBIE MAaITUHHBIE
HOCHUTENH WHGOpMALUU IS BBIMOJHEHUS CBOMX MOJKHOCTHBIX O0si3aHHOCTEW. Vcmonb3oBaHue
ChEMHBIX MAIIMHHBIX HOcuTesel nHpopmaru B 'B/IOY B MHBIX LENSX CTPOTO 3aMperieHo.

CbheMHbIe MalIMHHBIE HOCUTENHN WH()OPMAIIUU JOKHBI XPAHUTCS B ONEYAaTHIBAEMBIX IIKadax,
B ITIOMENIEHUSAX B KOTOPBIX MPeaIycMOTpeHa 00paboTka HH(DOpMAIIUK OTPAHUYCHHOTO JIOCTYTIA.



B ciydae kpaxu wiM moTepu ChbeMHOTI'0 MALIMHHOTO HOCUTEINs MH(OpMAIUK, a TaKkKe UHBIX
UHIUJICHTOB, KOTOpblE MOTYT MPHUBECTH K HApYLIEHUIO CBOWCTB MH(OPMALUU OTPaHUYEHHOI'O
J0CTyMNa, JOJHKHBI IPOBOAUTHCS MEPOIIPUATHS 110 PACcCIEI0OBAaHUIO TAKUX NHLIUEHTOB.

ITpu BBIBOAE M3 SKCIUTyaTallMM ChEMHOI'O MALIMHHOIO HOCHUTENs MH(POpPMALUH, BCE JAHHBIE,
XpaHsIIMecs: Ha HEM, JOJDKHBI ObITh yJalieHbl ONpEaeieHHOW KOMHUCCHEW M3 4Hcia pabOTHUKOB,
CPEACTBOM rapaHTUPOBAHHOIO YHUUYTOXKEHUS HHPOPMALIUU.

@aKkT yHUYTOXKEHUS HH(POPMAIMM HA CHEMHOM MAIIMHHOM HOCUTENe HH(OopMauu
¢dukcupyercs B akre 00 YHHYTO)KEHMHM HHPOPMALUMU CO CBHEMHOIO MAIIMHHOI'O HOCUTEJS
uHpOpMaLnH.

Perncrpanus codbITHii

B TBJOY  nomkHa  OCYIIECTBISTHCS ~ PETUCTPAllMM  COOBITHMI  0€30MacHOCTH
Ha BCEX KOMIIOHEHTax WH(pOpMalMOHHbIX cucreM Komurer, B KOTOpbIX oOpabaTbiBaeTcs
3amuiaemast uHGopmanms.

AHTHBHPYCHAS 3alIIUTA

B nenax oOHapyxeHuss M ycTpaHeHHs BpeloHOCHbIX mnporpamm B ['BJIOY  nomxHbl
UCIIOJIb30BaThCs CPEJICTBA AaHTUBUPYCHOM 3aIIUThl HUHPOPMALIUH.

OO0s3aTeIbHOMY KOHTPOJIIO CPEICTBOM AHTHBHPYCHOM 3amIUThl HH(pOpMAIMK TOJDKHA
nmojyieXkatb Jito0ass uHbopmaius (TeKCToBble ¢aiabl JHOOBIX (GopMaToB, (ailyibl JaHHBIX,
UCTIONHAEMBIC (aiiyipl), TOMydaeMas W IepelaBaeMas 10 JIOKaJIbHOH BBIYMCIUTEILHOW CETH
B TOM YHUCIIE€ U CEeTSAM OOLIero Mojb30BaHUA, a TaKkKe HH(pOpMalMs, XpaHHMMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTEINIAX UH(OPMAIIHH.

[lpu ycTaHOBKe MNpPOrpaMMHOrO oOecneueHus: WM ero OOHOBJIEHHMS Ha CEBEpHOE
0o0opy/sOBaHUE JOJKHA aBTOMAaTHUYECKHU BBINOJHATHCA IIPEJBapUTENbHAs MPOBEpKa JaHHOIO
IPOTrPaMMHOI0 00ecIIeYeHUsl Ha OTCYTCTBUE BPEJOHOCHOI'O IIPOTrPaMMHOI0 00eCIIeYeHusl.

OOHoBieHne 0a3 CUTHATYp Ui CPEACTBa AHTHBHPYCHOW 3alIMTHI WH(OPMAIMH JTOJKHEI
OOHOBJISITHCSI €KETHEBHO.

[Tonb30Barenu 0e3 pas aJMUHHCTpaTOpa UHPOPMALIMOHHON CUCTEMBbI
I'B/IOY He m0MKHBI UMETh BO3MOXKHOCThH MOJYYEHHUs JIOCTyNa K KOH(HUIypalud aHTUBUPYCHOTO
CPEJCTBA 3AIMTHI WJIN €r0 OTKIIOYEHHUS.

KoHTpoJIb 321IMIIICHHOCTH NEPCOHATBHBIX JAHHBIX

B nensx uckirodeHHs SKCIUTyaTallMM YsI3BUMOCTEH MPOrpaMMHOIO OOECTIeUeHUS JIOJIKHBI
OPOBOJIUTCS pabOThl 1O BBIABICHUIO, aHAIU3y YI3BUMOCTEH MH(OPMAIIMOHHONW CHCTEMBI
U OIEpaTUBHOE YCTPAHEHHWE BHOBb BBIABIEHHBIX ysA3BUMOCTeH. B TOM umMcie opraHuzanus
KOHTPOJISI YCTAaHOBKM OOHOBJIEHMS IPOTPAMMHOIO OOECledeHHUs] BKIIOYas CPEeACTB 3alllUuThl
HH(pOpMaLINH.

Hcnonb3oBanue NporpaMMHOro odecre4eHus

Boibop mnporpammHoro obGecrneueHuss a8 npou3BoAcTBeHHbIX HyxaA ['BJAOY nomxen
IIPOU3BOJUTHCS B NPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOIO B ENMHBIN peecTp pOCCHMCKHUX
porpaMM Ui 3JEKTPOHHBIX BBIUMCIMTENBHBIX MAllMH U 0a3 JaHHBIX. B ciydae oTcyTcTBus
aHasiora B EIMHOM peecTpe pOCCHHCKHMX NPOTrpamM JUlsl SJEKTPOHHBIX BBIYMCIUTENIBHBIX MAallWH
u 0a3 JaHHBIX JIONMYCKAeTCs HCIOJb30BaTh IPOTrPAMMHOIO 0O€creyeHHe HMIIOPTHOIO
IIPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckoi 3auThbl HHpopmanuu

Obecneuenue 3aUThl HHGHOPMAIIMM OTPAHUUYEHHOTO JI0CTYNA OT PACKPBITUS, MOIU(DUKAIIIH
YW HaBs3pIBaHMs (BBOJA JIOKHOMW HMH(pOpManuM) Mpu €€ Tmepenade (MOATOTOBKE K TMepenade)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJA 3a IMpeAesbl KOHTPOJIUPYEMOH 30HBI oOecreuuBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTorpaduyueckoil 3amuThl HHPOpMAaILIIH.

[TpuoOperenue  cpeactB  kKpuntorpaduueckoi  3ammrtel  uHpopmauuun  I'BJIOY
OCYIIIECTBIISIETCS HA OCHOBAaHUU JIOTOBOPOB M KOHTPAKTOB C JIMIIAMH HMEIOIIUMU JIEHCTBYIOIIYIO
muuensuto @Cb Poccunm Ha oCylIecTBIEHHE JEATENIBHOCTH IO pa3paboTKe, MPOU3BOJCTBY,
pacnpoCcTpaHEeHHIO MHU(POBATBHBIX (KPUIITOrpapUUecKUX) CpeAcTB, MHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IIU(PPOBAIBHBIX
(kpunTorpadueCKnx) CPEACTB, BBIMOJHEHHIO padOT, OKa3aHUIO YCIyTr B 00nacTH MMGpOBaHUS



UHPOPMALIUK, TEXHUYECKOMY OOCITYXHBaHHUIO MH(POBATIBHBIX (KpUOTOrpapuuecKux) CpEICTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHUKAIMOHHBIX CHUCTEM, 3AllMIICHHBIX C MCIIOJIb30BAaHUEM
mrdpoBanIbHBIX (KpUNTOTpagUUecKnXx) CpeACTB (32 HMCKIIOYEHHEM CiIydasi, €ClIi TEeXHHYECKOe
obcny)xuBaHue IMHUPPOBAIBHBIX (KpUNTOTpadUUECKHX) CPeAcTB, HHPOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HCIOJIb30BAHWEM IIU(POBATBHBIX
(kpunTorpadueCcKux) CpEIACTB, OCYHIECTBISACTCS i1 oOecreueHuss COOCTBEHHBIX HYXK]I
IOPUAMYECKOTO JINLA WX UHAUBUAYAJIBHOTO IPEIPUHUMATEIS).

HUcnonb3oBaHue 3JIEKTPOHHOM MOYTHI

DJNIeKTpOHHAas ToYTa AokHA ucrnosb3oBaTthes B ['BIOY ¢ uenpio opranuzanuu oOMeHa
JJIEKTPOHHBIMU  COOOILIEHUSIMU  MEXIYy paOOTHHKaMHM U CyObeKTaMu HMHQPOPMAIMOHHOM
0€30MacHOCTH.

[Tpu “cnonb30BaHUU ANEKTPOHHON OYTHI 3aMpeIiaeTcs:

oOMeH nHpopMaIme 1Jis CIIy>KeOHOTO MOJIb30BaHus, a TaKkKe HH(POpMAIMel OrpaHUIEHHOTO
JOCTYTIa;

IIPEIOCTABIIEHUE JIOCTYIA K 3JIEKTPOHHOH MOYTE C MCIOJIb30BAaHUEM JaHHBIX CBOEH YYETHOMN
3aMKCU TPETHUM JIULIAM;

nyOIMKauUs CBOEro CIIyKEOHOTo ajpeca AJIEKTPOHHOW IMOYThI B AJIEKTPOHHBIX KaTaJlorax,
Ha TOWCKOBBIX MalIMHAX M JPYrUX pecypcax ceTu WHTepHET B LeNsAX, HE CBSA3aHHBIX C
MCIIOJIHEHUEM CBOUX JIOJDKHOCTHBIX 00s3aHHOCTEH;

MOJIMKCKA IO 3JIEKTPOHHOW MOYTE Ha pa3IUYHbIE peKJIaMHble MaTepualbl, JIUCThl PACCHUIKH,
AJIEKTPOHHBIE KYpPHAJIbl M T.J., HE CBS3aHHbIC C BBHIIOJHEHUEM IOJIb30BATENIEM JOHKHOCTHBIX
0053aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BHIMOJHEHHWE) (aiiloB, MOJYYCHHBIX [0 DJIEKTPOHHOH TMOYTe
Win u3 pecypcoB cetu MHTepHer, 0e3 mpeaBapUTEIbHONW MPOBEPKH HMX AaAHTUBHPYCHBIM
IIPOrPaMMHBIM 00€CIIEYEHUEM.

Pabora B ceTsix 0011ero noJL30BaHus

I'BIOY ocraBnser 3a cob0i TIpaBo OJIOKUPOBATH WM OTPAaHUYMBATH JTOCTYI PaOOTHHKAM K
CeTsSM CBSI3U OOILEro MoJIb30BaHUs, B TOM UHucClie ceTH MHTepHeT, collepKaHhe KOTOPhIX HE UMEET
OTHOUICHUSI K UCTIOJTHEHUIO JOJKHOCTHBIX 00S3aHHOCTEH, a Takke K MH(POPMAIMOHHBIM pecypcaM,
COJIEp’)KaHME M HANpPaABICHHOCTb KOTOPBIX 3alpelleHbl 3aKOHOAATENbCTBOM  Poccuiickoi
denepanuu.

Wudopmanus o mnocemaembix padotHukamu I'B/IOY  uHOpManmmoHHBIX pecypcoB
IPOTOKOJUPYETCSl sl TOCIEAYIOUIEro aHalu3a W, HOpU HEOOXOIUMOCTH, MOXKET ObITh
IIPEJICTaBICHAa PYKOBOAUTEISAM CTPYKTYPHBIX IOApa3AeieHuil, a Takxke pykosoaurento I'BIAOY mia
KOHTPOJISL.

[Tpu ncnionb3oBanuu cetu MIHTEpHET 3anpenieHo:

ucnoinp3oBath npenocrasiaeHHbll ' BJIOY noctyn B ceTh HTEpHET B IMYHBIX 1ENAX;

MCII0JIb30BaTh HECAHKIIMOHUPOBAHHBIE NIPOrPAMMHBIE U IIPOrPaMMHO-AINIapaTHBIE CPENICTBA,
MO3BOJIAIOIINE TIOJYYUTh HECAHKIIMOHUPOBAHHBIN 1oCTyN K ceTh MHTepHeT;

nyOJIMKOBaTh, 3arpykaThb M paclpoCTPaHATh MaTepualibl CoJeprKalllie HeIO0CTOBEPHYIO
undopmarnuto o 'BAOY, a taxke panpcudunuponats cBoi [P-aapec.

Pe3epBHOE KONMPOBaHMeE M BOCCTAHOBJICHHE JAHHBIX

Ocy1ecTBieHNEe PE3EPBHOIO KOMUPOBAHUS IOJDKHO OCYILIECTBIISTHCS JJI51:

uHpopmanuu oOpabaTeiBaeMoii Ha (aiiJloBOM cepBepe M cepBepe INPHIOKEHU,
MH(OPMALIMOHHON CUCTEMBI,

paboyux MeCT aAMUHUCTPATOPOB HH(POPMAITUOHHON CHCTEMBI.

Yacrota U pexHUM pe3epPBHOIO KOMUPOBAHUS YCTAHABIMBAIOTCS TaKUM OOpa3oM, 4YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JaHHBIX H ONepaTUBHOE BOCCTAHOBIICHHE.

PesepBHOe  KONMHMpOBaHHME JOKHO  OCYLIECTBISTHCS B aBTOMAaTHYECKOM  pEXKUMeE
C TNPUMEHEHUEM OTEYECTBEHHOTO CIIELHMAIN3UPOBAHHOIO CPEACTBA PE3EPBHOIO KOIMPOBAHUS
C JEWUCTBYIOUIMM CepTU(UKATOM COOTBETCTBUS MO TpeOOBaHUAM O€30MacHOCTH HHGOpMaLuU
OCTOIK Poccun.



6. OCHOBHBIE TPEBOBAHUS K IPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOHN BE3OIMACHOCTBIO

MOHMTOPUHT HH(OPMAITUOHHOI 0€30I1ACHOCTH

Ha mocTosiHHOW OCHOBE JOJDKEH MPOBOIUTHCS KOMILICKCHBIN aHaMu3 (DyHKIIMOHUPOBAHHS
nHpopmarnmonHoit cucremsl ['b/IOY u Bo3HHMKarOmMUX cOOBITHI MHGOPMAITMOHHONW O€30MTaCHOCTH.

[Iporiecc MOHUTOpPHHra CHCTEMbl oOecrieueHHs] MH()OPMAIMOHHONW OE30MaCHOCTH IOJIKEH
BKJIIOYAaTh B c€0sl KOHTPOJb OPraHM3allMOHHBIX M TEXHUYECKUX Mep IO 3aliuTe HH(OpMAaIMH,
aHaJM3 IapaMeTpoB KOHPHUTypallMyi U HACTPOMKH CPEJCTB 3aIUTH HH(POPMAIIH.

IIpy npoBenEHUM KOHTPOJIBHBIX MEPOIPHATHM, CBS3aHHBIX C OLIGHKOW peaau3alnuu Mep
no 3amute uHpopmamuu B ['BJIOY, ynomHOMoueHHBIE PAaOOTHUKH JOJDKHBI MPHICPKHUBATHCS
CJIEYIOIIUX IIPUHIUIIOB!

HE HapymaTh GyHKIuoHupoBanue aesreiapoctu [ OV,

JEICTBOBATh B COOTBETCTBUU C YTBEP)KIEHHBIMH OPIaHU3ALMOHHO-PACIOPSAUTEIbHBIMU
nokymentamu I'BJI0OY no 3amure napopmanuuy,

HE CKpBIBATh (haKThl BBIABICHHBIX COOBITUI HH(OPMAIIMOHHOMN O€3011aCHOCTH;

O(QOPMIISITH OTYETHI, TOATBEPKIAIOLINE BHIITOJIHEHNE MEPOIPUATUH 110 3allUTE HHPOPMAIIIH.

Wudopmanus, NodydeHHass B XOJA€ IPOBEAEHUS KOHTPOJMPYIOUIMX MEpONpPUATHIH
0 JICUCTBUSX, COOBITHSX M TapamMeTpax, UMEIOIIMX OTHOIICHHE K peajn3alud Mep MO 3alluTe
uHpOpMaLUY, JO0DKHA KOHCOJNMIUPOBATHCA U XPAHUTHCS B MECTaX, MCKIIOYAIOUIMX IOJydeHHE
K HEW HECAHKLIMOHUPOBAHHOT'O AOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErUCTPUPOBAHHBIX COOBITUAX HMH(OPMAIMOHHON 0€30ImacHOCTH
JIOJKEH IPOBOJMTHCS, 10 BO3MOKHOCTH, C HCIIOIb30BAHMEM CHUCTEMbI MOHUTOPUHIA MHIUJEHTOB
MHGOPMALIMOHHOM 0€30IaCHOCTH WJIM BCTPOECHHBIX MEXaHU3MOB HACTPONKM M ayquTa COOBITUH
B TPOTPaMMHBIX W TPOTrPaMMHO-AMIIAPAaTHBIX CPEICTBAX, HCIOIB3YEMbIX B HH()OPMAITMOHHON
un¢pacrpykrype ['b1OY.

YnpasJieHue puckamMu

OnpezneneHue BHYTPEHHMX TpeOOBaHMN MO 3amuTe MHGOPMAIMM, JOJKHBI OCHOBBIBATHCS
Ha pe3yjbTaTax MpPOBEIEHHUS aHAJIW3a PUCKOB HApYIIEHHUsS OCHOBHBIX CBOWCTB 0€30MacHOCTH
Ui uHGopMannoHHbIX pecypcoB I'BJIOY.

OCHOBOH OLIEHKH PHCKOB JIOJDKHA OBITH OLIEHKA YCIOBHUH U (PAKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHON HapyLIeHNs LIeTOCTHOCTH, KOH(DUACHIMAIBHOCTH U JOCTYITHOCTH JJ1s1 HH(OPMAIIMOHHBIX
pecypcoB 'BZIOY.

Pe3ynpTaToM mpoBeleHUs aHAIM3a PUCKOB JIOJDKEH ObITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIpaBJIEHHBIX Ha CHWKEHHE BO3MOYKHOTO HETaTHMBHOT'O BIIMSHUS HA OCHOBHYIO JESTEIbHOCTH
I'BJIOY npu peanu3zaiu Toi WK HHON yrpo3sl 6€30MacHOCTH UH(OpMAIMK U 00ECTIEYMBAIOIIUX B
JaTbHEHIIIEM JIOCTaTOYHBIA YPOBEHD 3alIMIIEHHOCTH nHpopMalmoHHbix cucteM ['B/IOY.

YnpasieHue HHIMICHTAMH HHPOPMALMOHHO 0€30aCHOCTH

st o6ecnieuenust 3¢ (PeKTUBHOTO pa3penieHus HHIUIEHTOB HH()OPMAITMOHHOW 0€301TaCHOCTH
B I'BJIOY, MuHMMHU3anuy NOTEPh U YMEHBILIEHUSI PUCKAa BO3HUKHOBEHUS IMOBTOPHBIX MHIUACHTOB
JOJI’KHO OCYIIECTBIISITHCS YIpaBiIeHUE HHIUACHTaMU HH()OPMAlIMOHHON O€301aCHOCTH.

Jns yrpaBieHUs MHUMZACHTAaMH HH()OpMAIMOHHONW O0e30MacHOCTH JI0JDKHA OBITh CO3JaHa
city>x0a MOHMTOPHMHTA M PearupoBaHUs Ha MHUUACHTHI MHPOPMAIIMOHHON 0€30IacHOCTH, KOTOpast
MOCPEJICTBOM KOMIUIEKCA CPEACTB MU MEpONpUATHH A cOopa M KOHCONUAAMU WH(POpMaUu
00 MHIMJEHTaX pellaeT JaHHYI0 33Jady. B OTHOIIEHMH Ka)KIOro MPOU3OMIEIIEr0 WHUIUACHTA
paOOTHUKaMU U3 CIOyXObl MOHUTOPMHTA M pearupoBaHUs Ha HWHIMUIACHTH HH()OPMAIIMOHHON
0€30MacHOCTH JTOJIKEH BBINIOJHATHCS €ro aHaiu3, U pazpaboTka 3PPEeKTUBHBIX MEp pearupoBaHUs
Ha JIaHHBIN NHIUCHT.

AyauT cucreMbl obecniedeHnsi MHPOPMAIMOHHO 0e301IaCHOCTH

B nensx ouenku Tekyiero ypoBHs nHpopmanronHoi 6ezonacuoctu ['bJIOY Ha perynspHoii
OCHOBE JIOJ’KE€H MPOBOAUTHCA ayIUT UH(POPMAIMOHHON 0€30I1aCHOCTH.



BHyTpeHHue ayauThl JOJDKHBI BBINONHATHCS pabotHukamu ['BJIOY. B uumcnmo 3anmay,
pelaeMbIX IPpU IPOBEIEHUH BHYTPEHHUX ayIUTOB HH(POPMAILIMOHHOHN 0€3011acCHOCTH, BXOAT:

cOOp M aHaJIM3 UCXOJIHBIX JAHHBIX 00 OPraHM3AMOHHOW M (DYHKIIMOHAJIBLHOWU CTPYKType
MH(POPMALIMOHHBIX CUCTEM, HEOOXOAUMBIX JUIsl OLIEHKHM COCTOSIHUS CHCTEMBI 3alllUThl HH(OPMALINY,;

AQHAIN3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACIOPSAUTEIbHBIX JIOKYMEHTOB IO 3allluTe
MH(pOPMALIMU Ha IPEAMET UX MOJTHOTHI U 3(P(HEKTUBHOCTH, a TaKkke (POPMUPOBAHHE PEKOMEHIALINI
1o uX J0paboTKe WK Pa3paboTKH HOBBIX;

obocHoBaHue (UHAHCOBOW I(P(HEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEJCTB 3aIIUTHI
uHpopManuy,

IpOBEpKAa MpPaBWIBHOCTM BbIOOpa W  HACTPOWKM CPEICTB  3alIUThl  MH(pOpMaLuy,
(dbopMHpOBaHUE TPEATOKEHHA MO UCIIOIB30BAHUIO UMEIOIINUXCS CPEJICTB 3AIIUTHI HH(POPMALUU IS
TIOBBIIICHHS YPOBHS HAAEKHOCTH U Oe30macHoCTH nHpopmarmoHHsix cuctem 'OV,

aHaM3 OTYETOB MO MPOU3OMICAIINM HHIUJCHTAaM HWH(POPMALMOHHON 0e30macHOCTH
U MIPUHSATHIM MEPaM 10 UX Pa3pPELICHUIO.

IToBbIlIEHME OCBEIOMIEHHOCTH PA0OTHHKOB

B pamkax opraHuzanMd KOMIUIEKCHOTO TMPOTHUBOJAEHCTBHMS  yrpo3aM 0€30IacHOCTH
uHpopmanuu, ucxodmuM oT pabotHukoB I['BJIOY nomkHAa MOCTOSHHO MOBBIIIATHCA
UX OCBEJOMJIEHHOCTb B 00JIACTH 3aLUTHI UH()OPMALIHH.

[ToBermienne ocBenomiaeHHoct pabotuukoB ['BAOY ocymecTisiercs:

no cyuiectByromuM B '6/I0Y opranuzanmoHHO-pacnopsAUTENbHBIM JJOKYMEHTaM,

no npumensiemsiM B 'BJIOY mMepam 3amuTel nHpopmanuu;

[0 IPAaBUIBHOMY UCIIOJIb30BAaHUIO CPEICTB 3aIUThI HH(POPMALIUU.

7  3AKIIOYEHMUME

[Ipu um3meHeHuu JneiicTByrOIIEro 3akoHoparenbcTBa Poccuiickoit denepauuu B obisactu
3am|Tel MHQOpMAnMM, a TakKe OpraHu3alMOHHO-PACTIOPSIUTENbHBIX TokyMeHToB ['B/IOY
HacTosAmas IlomuTuka ¥ U3MEHEHUS K HEW NPUMEHSIOTCS B 4YacTH, HE IPOTHUBOpPEYAILEH BHOBb
IIPUHATBIM 3aKOHOAATEJIBHBIM U MHBIM HOPMAaTHBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKYMEHTaM
I'BAOY.

Bce TpeboBaHus, YyCTaHOBIEHHBIE JEHCTBYIOIIUM 3aKOHOJATENHCTBOM Poccuiickoii
®denepanyy, MOJ3aKOHHBIMA aKTaMHM M JOTOBOPHBIMH OTHOLIEHUSAMH, a Takxke nouxon I'BJIOY
K 00€CIEeYeHHI0 COOTBETCTBUSI 3TUM TPEOOBAHUSIM JOJKHBI OBITH SIBHBIM 0Opa3oM OIpe/esIeHBbl,
JIOKYMEHTUPOBAHBI U MOAEPKUBATHCA B AKTYaJIbHOM COCTOSIHUU.

I'BAOY B  NpPUOPUTETHOM  HANpaBICHUH  JIOJDKEH  paccMaTpuUBaAThCS  TEPEXO]
Ha MpPOrpaMMHOe OOecreueHre OTeUECTBEHHOr0 MPOU3BOAMUTENS, BKIIOUEHHOTO B €IMHBIA peecTp
POCCHICKHX MPOrpaMM JUIsl 3JEKTPOHHBIX BBIYUCIUTENBHBIX MAllMH U 0a3 JaHHBIX. B ToMm uuncnie
[0 YacTU CEpPBEPHOr0, KOMMYTAIlMOHHOTO OOOPYAOBaHUS M INPOrpaMMHO-AMMapaTHBIX CPEACTB
BKJIFOYEHHBIX B EJMHBIN peecTp pOCCUICKON PaArO3IEKTPOHHON TPOTYKIIMH.

IlepecMoTp W BHECEHME M3MEHEHMM B HacToAmyr [lOJUTHKY  OCYIIECTBIISIFOTCS
Ha NIEPUOINYECKON U BHEIIJIAHOBOM OCHOBE.



8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbueblii 3akon ot 27.07.2006 Ne 149-03 «O6 unHbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HUHOOPMAIII.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 Ilocranosnenune IIpaBurensctBa Poccuiickoir ®enepanmm ot 16.04.2012 Ne 313
«O06 yrtBepxaeHun [losnoxxeHus o TMIEH3UPOBAHUU AEATEIBHOCTU 10 pa3paboTKe, IPOU3BOJICTBY,
pacrpoCcTpaHeHHI0 MHU(POBATBHBIX (KPUITOTpaQUUECKUX) CPEACTB, HMH(POPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C MCIOJb30BaHUEM IIH(POBAIbHBIX
(kpunTorpaMUecKux) CpPEeACTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yCIyr B OONacTH IU(POBAHUS
uH(popMaIuy, TEXHHYECKOMY OOCTY)KMBaHUIO MHU(POBAILHBIX (KpUNTOrpauUecKux) CpeACTB,
UH(POPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKALMOHHBIX CHCTEM, 3aIUIIEHHBIX C WCIOJIb30BAHUEM
mudpoBaIbHbIX (KpUOTOrpagUUECKUX) CPEACTB (3a HCKIIOYEHHMEM Cilydas, €CJId TEeXHHYECKOoe
oOciyxuBanue MU(POBATBHBIX (KpUNTOrpauIecKux) CpeAcTB, HHOOPMAIIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCIOJb30BAHUEM IHU(PPOBAIBHBIX
(kpunTorpaM4ecKnx) CPEICTB, OCYIIECTBISETCS JJIi 00ecredeHuss COOCTBEHHBIX HYXKIT
IOPUJINYECKOTO JIMIA WK MHAMBUAYAbHOTO IPEANPUHUMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®eneparuu ot 01.11.2012 Ne 1119
«O0 yTBepkAeHUMM TpeOOBaHMI K 3allMTe MEPCOHAIBHBIX JAaHHBIX INpU HX 00paboTke
B HH(OPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX .

5 Ilpukaz ®AIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIuu
00 opranmzanuu U obecrieyeHHH 0e30MacHOCTH XpaHeHHs, 00pabOTKM W Tepenayd Mo KaHajam
CBSI3U C HCIOJBb30BAHUEM CPEJICTB KpUIITOrpaduyeckoi 3aiuThl MHGOPMAMK ¢ OrpaHUYEHHBIM
JIOCTYIIOM, HE COJIEeprKallle CBEICHM, COCTABISIOIINX MOCYAAPCTBEHHYIO TAHY».

6 Ilpukaz ®CBb Poccuum ot 09.02.2005 Ne 66 «O6 yrBepxaenuu llomoxxeHus
0 pa3paboTKe, IPOU3BOJICTBE, PEATH3AIMH U IKCIUTyaTallMH IH(PPOBATBHBIX (KPUITOTPAPHUECKIX)
cpenct 3amutsl nHGopmaruu ([Tonoxenne [TK3-2005)».

7 IIpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O0 yTBepkIeHUHN TpeOOBaHUM O 3aIuTe
MHpOpMAIlMU, HE COCTABISIONICH TOCYIapCTBEHHYIO TaiiHy, coAepiKalleiicss B ToCydapCTBEHHBIX
MH()OPMAIMOHHBIX CHCTEMAX).

8 IIpuxaz ®CTOK Poccum ot 18.02.2013 Ne 21 «O0 yTBEpKICHUN COCTaBa U COJCPKAHUS
OpPraHU3alMOHHBIX U TEXHUUYECKUX Mep MO OOECleyYeHHI0 Oe30MacHOCTH MEPCOHAIBHBIX AaHHBIX
pu UX 00paboTke B UHPOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX».

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O0 yrBepxaenun CocraBa U coJepKaHUs
OpPTraHU3aIMOHHBIX U TEXHUYECKHUX Mep MO 00eCTeueHHI0 0e30MacHOCTH MEePCOHATBHBIX JaHHBIX
npu ux o0paboTKke B WHGOPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JAHHBIX C HCHOJIh30BAHUEM
CpeACTB  KpUOTOrpapuueckol 3amuTbl HMHGOPMAIMM, HEOOXOAUMBIX JUISI  BBIIOJIHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit denepanuu TpeOOBaHMM K 3aIIMTE MEPCOHAIBHBIX
JTAHHBIX
JUTSL KaXJIOTO U3 YPOBHEH 3allIUIIICHHOCTI.

10 TOCT P 51624-2000 «3amwura wuHPOpMAIIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIUIIEHHOM ucTnoHeHHH. OO01ue TpeOoBaHus .

11 TOCT P 51898-2002 «Acnektsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTAaHIAPTHI».

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta HHopManuu. OCHOBHBIE TEPMHUHBI
Y OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMarioOHHAs TEXHOJIOTHS. METOJBI U CpeCcTBa
6e3omacHocTH. CHCTEMBI MEHEPKMEHTa HH(POPMAIIMOHHON O6e30macHOCTH. TpeOoBaHM».

14 TOCT P 50922-2006 «3amuTa napopmaryn. OCHOBHbIE TEPMHUHBI U ONIPEICTICHHSI.

15 TOCT P 51275-2006 «3amuta uHpopmanuu. OObekT HHPopMaTH3auu. PakTOpHI,
BO3/eHcTBYIONIME HAa HH(popMaruio. OOIIKe MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WupopmanmonHas TexHOJIOTUS. MeTombl
U cpefcTBa obecrieueHus: 6e3onacHocTH. Yacte 5. PyKOBOJICTBO 10 MEHEKMEHTY 0€301MacHOCTH



CeTM».

17 TOCT P HCO/TO 13569-2007 «duHaHCOBBIE  yCIyrH. PeKoMeHmanuu
1o “H(pOPMAIIMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UCO/MBK 27005-2010 «MubopmarimonHas TEXHOIOTHA. MeTOIbl U CpeCTBa
obecrieueHus 6e30MmacHOCTH. MEeHEDKMEHT prcKa HH()OPMAIIMOHHON 0€30IacHOCTI.

19 T'OCT P UICO/M3K 27004-2021 «MudopmannoHHas TexXHOIOTHs. MeToAbl U cpeicTBa
obecrieyenus Oe3zomacHOCTH. MeEHEKMEHT HH(POPMAMOHHONW Oe30macHOCTH. MOHUTOPHHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHHEY.

20 T'OCT P 51897-2021 «MeHemKMEHT pucKa. TepMUHBI U OTIPEACIICHUSI.

21 TOCT P 52069.0-2013 «3ammra wundopmanuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus UH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTEIIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankt-IlerepOypra ot 20.02.2023.



